
Introduction to Modular Arithmetic∗

1 Integers modulo n

1.1 Preliminaries

Definition 1.1.1 (Equivalence relation). Let R be a relation on the set A. Recall that a relation
R is a subset of the cartesian product A ×A (R ⊆ A ×A). The relation R is called an equivalence
relation if it is reflexive, transitive, and symmetric as following:

Reflexive For all a ∈ A, (a, a) ∈ R (“Every element is related to itself”).

Symmetric For all a, b ∈ A, if (a, b) ∈ R, then (b, a) ∈ R (“If a is related to b, then b is related to
a”).

Transitive For all a, b, c ∈ A, if (a, b) ∈ R and (b, c) ∈ R, then (a, c) ∈ R (“If a is related to b and
b is related to c, then a must also be related to c”).

Sometimes (a, b) ∈ R is denoted by aRb.

Remark 1.1.1. Remember that an equivalence relation on a set A partitions the set A into so-called
equivalence classes. In an equivalence class, every element is related only to the other elements in
its equivalence class.

Definition 1.1.2 (Sets of integers). Let Z (“Zahlen,” German for “numbers”) denote the set of
all integers including positive and negative integers as well as 0.
Let Z+ denote the set of positive integers, not including 0; i.e. Z+ = {x ∈ Z ∶ x > 0}.
Let N denote the set of non-negative integers; i.e. N = Z+ ∪ {0}.

1.2 Division Algorithm

Definition 1.2.1 (Division). Let a and b be integers. a divides b if b = an for some integer n. In
other words, b is a multiple of a. This is denoted by a∣b.
Definition 1.2.2 (Greatest common divisor). Let a and b be integers. An integer d is the greatest
common divisor of a and b or d = gcd(a, b) if

(a) d∣a and d∣b (d is a divisor of a and b).

(b) For every integer e such that e∣a and e∣b, d ≥ e (d is greater or equal to every common divisor
of a and b).

As the name says, the gcd(a, b) is the greatest integer that divides both a and b. For example,
gcd(40, 12) = 4.

Proposition 1.2.1. Let a and b both be integers, not both zero. Then d = gcd(a, b). An integer is
a linear combination of a and b if and only if it is a multiple of d.
Thus, for some integers m, n, the gcd d divides am + bn: d∣(am + bn).
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We shall need these three things in later sections.
While not an algorithm in the traditional sense, the following theorem is usually referred to as the
division algorithm. To some, it may seem that it is stating the obvious.

Theorem 1.2.2 (Division algorithm). Let a ∈ Z be called the dividend. Let d ∈ Z+, where d is called
the divisor. Then, there exist unique quotient q ∈ Z and remainder r ∈ N such that

a = qd + r where 0 ≤ r < d.

Basically what this is saying is that when divided by some divisor d, every integer a has a quotient
and a remainder, where the remainder is less than the divisor. For example,

26 = 5 × 5 + 1

Then, when 26 is divided by 5, we have a quotient of 5 and a remainder of 1.
Notice that the quotient and remainder are unique! This becomes important in the next section.

1.3 Congruence

Congruence is the mathematical way of saying that two integers have the same remainder when
divided by another certain integer n. We express this using the ≡ symbol. This is why uniqueness
was important in the division algorithm: if the remainder was not unique, then saying that two
integers have the same remainder would be confusing.

Definition 1.3.1 (Congruence modulo n). Let a, b and n be integers. It is said that a and b are
congruent modulo n if they have the same remainder when divided by n. This is denoted by

a ≡ b (mod n).

Mathematically, saying that a and b have the same remainder means that

n∣(a − b).

For example,
7 ≡ 2 (mod 5).

We can add and multiply integers with the congruence as following.

Proposition 1.3.1 (Addition and multiplication modulo n). Let n ∈ Z+. Let a, b, c, d ∈ Z.
If a ≡ c (mod n) and b ≡ d (mod n), then a ± b ≡ c ± d (mod n) and ab ≡ cd (mod n).

Proof. If a ≡ c (mod n), then n∣(a − c), so a − c = nm for some integer m.
Also, n∣(b − d), so b − d = nk for some integer k.
Adding these, we find that (b−d)+(a−c) = n(k+m), so n∣((a−c)+(b−d)), so n∣((a+b)−(c+d)).
Thus, a + b ≡ c + d (mod n).
The proof for subtraction and multiplication is similar.
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1.4 Integers modulo n

Notice that congurence modulo n defines an equivalence relation on Z×Z; that is, two integers a, b
are related if a ≡ b (mod n). The equivalence classes of this relation consist of one class for each
remainder of n; as elements with the same remainder are related to each other.

Definition 1.4.1 (Residue classes). Let n be a positive integer. The equivalence classes under the
relation of congruence modulo n are called the residue classes modulo n. A residue class modulo n
is denoted by

[a]n = {x ∈ Z ∶ x ≡ a (mod n)}
a is said to be the unique representative of the residue class if a < n.

Then, for example, 6 ∈ [1]5 since 6 has a remainder of 1 when divided by 5.
Now, the integers modulo n can be defined:

Definition 1.4.2 (Integers modulo n). Let n be a positive integer. The set of integers modulo n,
denoted Z/nZ† is the set of residue classes modulo n; i.e.

Z/nZ = {[a]n ∶ a ∈ Z} .

Sometimes, the integers modulo n are denoted by Zn
‡.

Then, since division by n can only yield remainders between 0 and n − 1 inclusive, we have

Z/nZ = {[0]n, [1]n,⋯, [n − 1]n} .

For example, since division by 2 can only yield remainders 0 and 1

Z/2Z = {[0]2, [1]2}.

1.5 Arithmetic with Z/nZ
When talking about the integers modulo n, sometimes the brackets and subscript ([]n) are dropped
and only the integer itself is written. The set Z/nZ can be treated almost like the regular integers,
except that every operation will be considered modulo n. This will be illustrated with a few exam-
ples.
In this example, take all elements to be in Z/4Z. If in Z/4Z, 2 and 3 are added, 5 is obtained, but
5 is congruent to 1 modulo 4. Thus,

2 + 3 ≡ 5 ≡ 1 (mod 4)
Or, in proper notation,

[2]4 + [3]4 = [2 + 3]4 = [5]4 = [1]4

In a sense, the numbers “wrap around,” where 4 is equivalent to 0. This is akin to a 12-hour clock,
where hours are integers mod 12 and minutes are integers mod 60.
Similarly to addition,

[2]4 × [3]4 = [2 × 3]4 = [6]4 = [2]4

Thus, addition and multiplication are defined by the following rules:
†This notation stems from the fact that this is the factor ring or quotient ring of Z and its ideal nZ.
‡However, sometimes this notation can be confused with the n-adic numbers Zn.

NMT / Spring 2014 / CSE/IT 489 & 589 Algorithms in CS & IT 3



Introduction to Modular Arithmetic Christopher Koch

Definition 1.5.1 (Addition and multiplication on Z/nZ). Let n be a positive integer and a, b
integers. Then,

[a]n + [b]n = [a + b]n

[a]n − [b]n = [a − b]n

[a]n × [b]n = [a × b]n

Notice that division is not defined at this point.
Going back to the example of a 12-hour clock, it is easily seen that [4]12 + [10]12 = [2]12; so 10
hours after 4 o’clock is 2 o’clock.
In fact, the integers in most general-purpose architectures work like Z/2bZ, where b is the number
of bits. If we add two 32-bit integers of value 231 and 231 + 5, the answer will be 5, just as if it were
done in Z/232Z.

1.6 Inverses in Z/nZ
Definition 1.6.1 (Multiplicative Inverse). Let n be a positive integer and [a]n ∈ Z/nZ.
If there exists some [b]n ∈ Z/nZ such that

[a]n × [b]n = [1]n,

then [b]n is called a mulitplicative inverse of [a]n and denoted [a]−1
n .

If such an inverse exists, it is said that [a]n is an invertible element of Z/nZ or a unit of Z/nZ.
In congruence notation,

ab ≡ 1 (mod n).

The existence of an inverse is usually obvious to us, for example the inverse of 2 is 1
2 . If we are in

the set of integers, no element has an inverse, such as for example 2 since 1
2 is not an integer, and

thus 2 as an element of the integers has no inverse. Thus, the question is: do inverses in Z/nZ exist
and if so, how and when? The answer is: it depends.
Consider for example 4 ∈ Z/7Z. By trial and error we can find that [4]7 × [2]7 = [8]7 = [1]7. Then,
in the set Z/7Z, we have 4−1 = 2.
On the other side of things, consider the set Z/4Z and its element 2:

2 × 0 ≡ 0 (mod 4)
2 × 1 ≡ 2 (mod 4)
2 × 2 ≡ 0 (mod 4)
2 × 3 ≡ 2 (mod 4)

Thus, 2 has no inverse in Z/4Z.
There is indeed a “pattern” for the existence of an inverse in Z/nZ. It will be discussed after a
pre-requisite concept is introduced.

Definition 1.6.2 (Coprimality). Let a and b be integers. a and b are said to be coprime (also called
relatively prime) if they have no common factors other than 1. In other words, gcd(a, b) = 1.

Now, we can establish a theorem that tells us whether an inverse in the field Z/nZ exists.
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Theorem 1.6.1. Let n be a positive integer and [a]n ∈ Z/nZ. Then, there exists an inverse [a]−1
n ∈

Z/nZ if and only if a and n are coprime (gcd(a, n) = 1).

Proof. We need to prove necessity and sufficiency.

Part A. Let a and n be coprime, i.e. let gcd(a, n) = 1.
Then, by Proposition 1.2.1 there are integers b, m such that

ab + nm = 1.

This is the same as saying
ab ≡ 1 (mod n).

Thus,
[ab]n = [1]n.

Then, [b]n is the inverse of [a]n.
Part B. Conversely, let [a]n have an inverse in n, denoted [b]n.

Then,
ab ≡ 1 (mod n).

Then, by definition of congruence modulo n, we have

n∣(ab − 1).

Then, by definition of divisor, for some integer m,

ab − 1 = mn.

Then,
ab −mn = 1.

Since this is a linear combination of a and n, by Proposition 1.2.1,

gcd(a, n) = 1.

Therefore, a ∈ Z/nZ only has an inverse if and only if gcd(a, n) = 1 (a and n are coprime).

Corollary 1.6.2. Let p be a prime. Then, every element except 0 in Z/pZ has an inverse.

Proof. Immediate from the fact that p is relatively prime to every positive integer less than p.

In terms of abstract algebra, Z/nZ is a finite commutative ring. If n is prime, it happens to also be
a finite field, because every non-zero element has an inverse. Lenstra’s elliptic curve factorization
and Pollard’s p − 1 factorization method take advantage of this fact.
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2 Euler’s Theorem

The integers modulo n are the foundation of RSA encryption and some methods of integer factor-
ization. Euler’s Theorem is at the heart of this.

Definition 2.0.3 (Euler’s totient function). Let n be a positive integer. Then, the function ϕ(n)
(phi) counts the “totatives” of n; that is it counts the number of integers c such that 1 ≤ c ≤ n where
c and n are coprime. Thus,

ϕ(n) = ∣{c ∶ 1 ≤ c ≤ n and gcd(c, n) = 1}∣ ,
where ∣∣ denotes cardinality (size of the set for finite sets).

Obviously, if p is a prime, ϕ(p) = p − 1, since every integer c such that 1 ≤ c ≤ p − 1 is coprime to p.

Proposition 2.0.3. Euler’s totient function is a multiplicative function. That is, for some positive
integers m, n,

ϕ(mn) = ϕ(m)ϕ(n).
This will be very useful for RSA encryption, since for primes p, q, ϕ(pq) = (p− 1)(q − 1). This leads
us to the foundation of RSA encryption and some other important concepts:

Theorem 2.0.4 (Euler’s theorem). Let a, n be coprime positive integers. Then,

aϕ(n) ≡ 1 (mod n).
Then, we also have for some non-negative integer m, amϕ(n) ≡ 1 (mod n).
For RSA encryption, think of a as a message and multiply both sides in Euler’s theorem by a.
Then,

amϕ(n)+1 ≡ a (mod n).
Now, we need to find some integers e, d such that

ed ≡ 1 (mod ϕ(n)). (1)

That is, if we find some divisors e and d of a multiple of ϕ(n) with remainder 1, we have an
encrypted message ae (mod n) and we can decrypt that message by raising it to the dth power
modulo n, since

(ae)d ≡ aed ≡ amϕ(n)+1 ≡ aϕ(n)+1 ≡ a (mod n),
where ed = 1 + mϕ(n) due to (1). The challenge now lies in the optimal choice of n, e, d and the
ability to deal with exponentiation modulo n. For n, we want to choose n = pq for some primes p
and q so that ϕ(n) = (p − 1)(q − 1) is easy to compute.
Finally, Fermat’s little theorem will become important in integer factorization, namely in Pollard’s
p − 1 method.

Corollary 2.0.5 (Fermat’s little theorem). Let a ∈ Z+ and p be a prime; a < p. Then,

ap−1 ≡ 1 (mod p).

Proof. By Euler’s theorem,
aϕ(p) ≡ ap−1 ≡ 1 (mod p).
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